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ABSTRACT

Numerousresearcherfiave reportedsuccessn reasoning
aboutpropertiesof small programsusingfinite-stateverifi-

cationtechniquesWe believe,asdo mostresearcherm this

area,thatin orderto scalethoseinitial successe® realis-
tic programsaggressie abstractiorof programdatawill be

necessaryurthermorewe believe thatto make abstraction-
basedrerificationusableby non-expertssignificanttool sup-
portwill berequired.

In this paper we describehow several different program
analysisand transformationtechniquesare integratedinto

the Banderaoolsetto provide facilitiesfor abstractinglasa
programsto producecompact,finite-statemodelsthat are
amenableo verification, for examplevia model checking.
We illustratethe applicationof Banderas abstractiorfacili-

tiesto analyzearealisticmulti-threadedlava program.
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1 INTRODUCTION
Finite-stateverificationtechniquessuchasmodelchecking,
arerekindling interestin programverification. Suchtech-
niguesexhaustvely checka finite-statemodel of a system
for violationsof a systemrequiremenformally specifiedas
an assertionor in a temporallogic (e.g.,LTL [13]). This
approachallows for a very high-level of confidencen sys-
tem correctnesso be achieved essentiallyautomatically—
oncethe model and property specificationare constructed,
the verification is fully automatic,albeit potentially time-
consuming.

There are several obstaclesto applying existing model
checking[11,14] directly to the reasoraboutprogramsfor
example,how to efficiently expressmodernobject-oriented
languagefeaturesin the somevhat restrictive verifier input
languages. Perhapghe greatestobstacleto scalingfinite-
stateverification technologyto reasonaboutrealistic pro-
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grams,however, is the exponentialincreasein the size of
a finite-statemodel as the numberof programcomponents
grows. A variety of methodsexist for curbingthis stateex-
plosionwhenanalyzingcertaintypesof systemsandthese
methodshave proven sufficient to make analysisof mary
hardwaredesigndgractable Unfortunately softwaresystems
tend to have much more statethan hardware components
and thus must be more aggressiely abstractedo produce
tractablemodels.

In this paper we describean approachto userguidedab-
stractionof programswrittenin Java; thisapproachs imple-
mentedaspartof the Banderaoolset[4]. Ourgoalis to en-
ablenon-epertsin programverificationto generatabstract
programmodelsthat are compactenoughfor tractablever-
ification. While fully-automaticverificationis conceptually
attractve, we believe that minimal input from usersat key
pointsin the abstractionprocesswill provide significantly
moreflexibility in producingcompactprogrammodels.

Our approacthasbeeninfluencedby a large body of work
on abstractiorin programanalysisand computeraidedver-
ification. Specifically we adoptthe frameawork of abstract
interpretation[5], in which an abstraction mapsthe values
of aprogramdatatypeto a setof abstracvvaluesandthe op-
erationson thatdatatypeto a function over abstracwalues;
abstractiorof programcontrolis handledin Banderausing
programslicing andpartialevaluationtechniques.

While therehasbeenmuch foundationalwork on defining
soundabstractiondn transition systemmodels, there has
beenvery little work on developingtool supportfor effec-
tively applyingabstractinterpretationdor model-reduction
to large code baseswritten in modernprogramminglan-
guagedike Java. We believe that therearefour centralis-
suesthat needto be addressedh this setting: (i) providing
facilities for easilydefiningnew abstractions(ii) providing
tool supportandmethodologie$or selectingappropriateab-
stractions (iii) genewting abstractprogramsfrom concrete
onesand(iv) interpretingthe resultsof model-checkingb-
stractprograms We usea combinationof predicateabstrac-
tion [18] andmanualtechniquedor creatingthe definitions
of abstractiongandwe storethesedefinitionsin alibrary for
usein subsequenprogramverificationactiities. Usersare
guidedin selectingabstractiondasedon the propertyun-



deranalysisandanalysisof programdependencesie use
typeinferencg15] to determinghe appropriateabstractions
for all programdata, basedon the selectionsmadeby the
user An abstractegprogramis generatedy compiling ab-
stractiondefinitionsinto Java representationsand by sys-
tematicallyreplacingconcreteoperationswith calls to ab-
stractoperationsn the Java abstractiorrepresentationsri-
nally, we malke it easierto interpretthe resultsof checking
abstractedodeby enhancinghe JFPmodel-checkrwith a
facility avoidsgeneratingnfeasiblecountergamples.

Our work focuseson adaptingtechniquesfrom existing
work, developingnew techniquesvherenecessaryandin-
tegratingthesetogetherto provide an abstractiorcapability
that is broadly applicableto programswritten in Jasza and
is usableby non-experts. While our tools are Java specific,
the underlyingabstractiortechniquesare not; much of our
toolsetis capableof analyzingary programdescribedin
termsof JVM bytecodes. In addition, while much of our
discussiorfocusesonverificationof programpropertiespur
tools allow for “unsafe” abstractiongo be used;thesecan
provide for additionalcompactiorof finite-statemodelsthat
areusefulfor bugfinding.

In the next section,we give a brief overview of the Ban-
derasystem. Section3 outlinesthe underlying principles
on which our abstractiontechniquesare built. Sections4
through7 describeBanderas tool supportfor defining ab-
stractions, selecting abstractionsappropriatefor a given
property generatingabstractprogramsandinterpretingthe
resultsof model-checkingbstraciprograms.Section8 dis-
cusseghe experienceof applyingthesetechniquedo a Java
renderingof the DEOSrealtimekernel. Section9 givesre-
latedwork andSection10 concludes.

2 BANDERA

Banderg[4] is anintegratedcollectionof programanalysis
and transformationcomponentghat enableusersto selec-
tively analyzeprogrampropertiesandto tailor the analysis
to that propertyso asto minimize analysistime. Bandera
exploits existing modelcheclers,suchas SPIN [11], SMV
[14], and JPF[20], to provide state-of-the-arinalysisen-
ginesfor checkingprogram-propertgorrespondencd&.hese
toolsvary greatlyin the specificatiorandsystendescription
languageshatthey acceptandin the kind of feedbackhey
provide to usersaboutthe resultsof the analysis. Bandera
hidesthesedetailsfrom the userand presentsa single uni-
form interfaceorientedaroundthe Java sourcetext. There
are several motivationsfor targetingmultiple modelcheck-
ers.Toolsmayhavedifferentperformanceg.g.,SPINis pur-
portedto be an orderof magnitudefasterthan JPF or may
provideamoreexpressve inputlanguagee.g.,JPFtreatsli-
brary codeand provides supportfor recursionand garbage
collectiondirectly. By integratingthesedifferenttools be-
hind a commoninterface,Banderaallows the userto exploit
theirindividual strengths.

Banderaconsistof five majorcomponents:

e propertyspecificationis supportedn Banderathrough
the useof global propertiese.g.,deadlock,andappli-
cationspecificpropertiese.g., assertionandtemporal
logic formula. Usersdefineobservationof the execu-
tion stateof a Java programaspredicate®ver program
locationsand datavaluesin the program. Assertions
andtemporafformulaarethendefinedin termsof those
obsenrations.

e program slicing automateghe eliminationof program
componentghatirrelevantfor thepropertyunderanaly-
sis. Slicing criteriaareautomaticallyextractedfrom the
obsenable predicateghat are referencedn the prop-
erty. Our Java slicertreatsmulti-threadedgrogramg9]
andis basedbn calculationof the programdependence
graph.

e programabstmactionis discussedbelow.

o verifier code geneation transformsthe sliced, ab-
stractedprograminto the input format of a selected
modelchecler. This components alsoresponsiblees-
tablishingthe correspondenceetweerthe statef the
input model and the obsenable statesof the program
thatarereferencedn the property

e counterexampleinterpretation involves the mapping
of low-level verifierspecificcounterexamplesbackto
the Java sourcecode. Facilities for navigatingthrough
the counterexampleanddisplayingthe valuesof both
stackand heapallocateddataare provided througha
deluggerlikeinterface.

To datethesecapabilitieshave proven usefulin supporting
the analysisof smallto medium-sizedlava programs(100-
1500lines). Case-studieare currentlybeingconductecbn
severallarge Java programgq10k-100Kklines).

3 DATA ABSTRACTION IN VERIFICATION

Givena concreteprogramandatemporalproperty thestrat-
egy of verificationby usingabstractiorcanbe summarized
asfollows: (i) definean abstractiormappingthatis appro-
priatefor the propertybeingverified, (i) usethe abstraction
mappingto transformthe temporalpropertyinto an abstract
property (iii) usethe abstractiormappingto transformthe
concreteprograminto an abstractprogram,(iv) verify that
the abstractprogramsatisfiesthe abstractproperty (v) in-
fer thatthe concretegprogramsatisfieghe concreteproperty
In this section we summarizesomefoundationaissueghat
underlieeachof thesdtems.

Linear temporal logic

Model-checkingtools often acceptstate/actiorsequencing
specificationswritten in linear temporallogic (LTL) [13],
computationaltree logic (CTL) — a branching-timelogic
[14], or automata-basefdrmalisms. Banderahidesthe dif-
ferencedn variousspecificationanguage$y usinga tool-
independentanguageof temporalspecificatiornpatternsor
renderingtemporalproperties.To simplify our presentation



here,we use LTL for coding temporal propertiesof pro-
grams.

Thegrammaibelow givesgivessyntaxof LTL.
P ==
Yo ou=

T L [p
P | =P | ¢ Ao | 1 Ve |
Oy | O | 1 U 4o

An LTL specificationdescribeghe intendedbehaior of a
systermon all possibleexecutions LTL formulasarebuilt up
from primitive propositionsp, T (true), L (false),andthe
usualpropositionalconnectves, along with temporaloper
ators, <, U. In this presentationye considerprimitive
propositiong to berelationalexpressiondetweerprogram
variablesandconstantge.g.,the proposition( x==0) holds
in statesvherevariablex is zero).Requiringformulasto be
in negation-normaform (negationis only appliedto primi-
tive propositionssimplifiesautomatedeasoningaboutfor-
mulas. For the temporaloperatorsiy holdswhent holds
at all pointsin the future, &4 holdswhen) holdsat some
pointin thefuture,andy; U 1, holdswhen; holdsatall
pointsupto thefirst pointwherey, holds.

Abstract inter pretations

For verificationof LTL propertiesabstractionsrerequired
to presere propertieghataretrue of all systemexecutions.
This classof abstractiongan naturallybe describedasab-
stractinterpretationgAl) [5] overthesystems executionse-
mantics.The abstracinterpretatiorframeavork asdescribed
in alargebodyof literatureestablishearigoroussemantics-
basednethodologyfor constructingabstractionsothatthey
are safein the sensethat they overapproximatehe set of
true executablebehaiors of the system,i.e., eachtrue exe-
cutablebehaior is coveredby an abstraciexecution. Thus,
whentheseabstracbehaiors areexhaustvely comparedo
anLTL specificatiorandfoundto bein conformancewe can
besurethatthetrue executablesystembehaiors conformto
thespecification.

We presentan Al in aninformal manney asa collectionof
threecomponents:(1) a domainof abstractvalues,(2) an
abstractiofunctionmappingconcretgrogranvaluesto ab-
stractvalues,and (3) a collection of abstractprimitive op-
erations(one for eachconcreteoperationin the program).
Substitutingconcreteoperationgappliedto selectegrogram
variableswith correspondingabstractoperationsof an Al
yields an abstractprogramthatis safewith respectto LTL
verification.

For example,consideran LTL specificationcontainingthe
primitive proposition( x==0) . Decidingthis specification
at a particularprogramstatedoesnot requirecompletein-
formationaboutthe value of x — rather we only needto
know if X is zeroor non-zero. In this case,an appropriate
abstractiorfor x might be the classicsignsAl which only
keepsrack of whetheranintegervalueis negative, equalto
zero,or positive. In thethis case the abstracdomainis the

powersetof the setof tokensT = {neg, zeo, pos}. For the
abstractiormappinga, we have a(n) = {neg} whenn < 0,
a(n) = {zeo} whenn = 0, anda(n) = {pos} whenn > 0.
Now, oneneedsabstractersionsof eachof thebasicopera-
tionsonintegers.As anexample hereis thedefinitionof the
abstract/ersionof the additionoperation.

[ +aps ]| zeo ] pos | ney |
zeo | {zeo} {pos} {neg}
pos || {pos} {post {zeno, pos neg}
ney | {ney} | {zemo, pos ney} {neg}

Here,the operationis definedto havetype +aps: T x T —
»(T) andcanbelifted to ¢aps : p(T) x p(T) = p(T) by

taking 4aps(S1,52) def Uty €84 ,t2S5 Habs(t1, t2). For exam-
ple, 4aps({zeo}, {posneg}) = {pos neg}.

Note that the return of multiple tokensin casessuch as
+abs(ney, pos modelsthe lack of knowledgeaboutspecific
abstractvalues.We will seelaterthatthisimprecisionis in-
terpretedn themodel-checkrasanon-deterministichoice
over the valuesin the set. Such casesare one sourceof
“extra behaviors” that one getsasthe abstractmodel over
approximateshe setof true executionbehaiors of the sys-
tem. The over-approximations corrector safein the sense
that eachbehaior of + on concretevaluesis containedin
thecorrespondin@bstracbehaior, i.e., for integersn, and
N2, a(+(n1,n2)) C $aps(@(n1), a(n2)). Abstractinterpre-
tation frameworks are constructedso thatif oneestablishes
that the safety property aborve holds for eachbasicopera-
tor, thenthe setof completeconcretegprogramexecutionare
safelyapproximatedy the setof abstracexecutions.

Oneof thetenetsof theBanderaoolsis thatthe basicpropo-
sitionsfound in a giventemporalspecificationshoulddrive
the selectionof Als aswell asothermodel-reductiortech-
niquessuchasslicing. In the caseof dataabstractionpne
generallywantsto selectAls that are“appropriate”for the
specificationin thesenseahatthespecificatiors propositions
canbe decidedbasedon the domainof the Als. For exam-
ple, if the specificationcontainsthe proposition( x==0) ,

the signsAl maybe appropriatdor x (becausehe proposi-
tion canbe decidedfor ary valueof x from neg, zeo, pos,

but it would not be appropriatefor a proposition( x==2)

(becausevhenx is pos the propositioncannotbedecided).

WhenabstractingpropertiesBanderausesanapproactsim-

ilar to [12]. Informally, givenan Al for a variablex (e.g.,

signs)thatappearsn a proposition(e.g.,( x>0) ) we con-

vert the propositionto a disjunctionof propositionsof the

form x==a, wherea arethe abstractvaluesthatcorrespond
to valuesthatimply thetruth of theoriginal proposition(e.g.,

x==pos implies x>0, but x==ngy and x==zeo do not).

Thus, this abstractisjunctionunderapproximateshe con-

cretepropositioninsuringthatthepropertyholdsontheorig-

inal programif it doesonthe abstracprogram.

4 DEFINING AND COLLECTING ABSTRACTIONS
Banderaprovides a simple declaratve specificationlan-



abstraction Signs abstracts int
begi n
TOKENS = {NEG, ZERO POS};

abstract (n) operator + add

begi n begi n

n<0 ->{NEG; (NEG, NEG -> {NEG ;

n==0 ->{ZERG; (NEG, ZERO -> {NEG ;

n>0 ->{POS}; (ZERO, NEG) -> {NEG ;

end (ZERO, ZERO -> {ZERG;
(ZERO, PCS) -> {PCS} ;
(PCS , ZERO -> {PCS} ;
(PCS , POS) -> {POS} ;
(_, ) -> {NEG ZERO, PCS};
end

end

Figurel: BASL definitionof SignsAl (excerpts)

guage(namedBanderaAbstractionSpecificationLanguage
(BASL)) that allows usersto definethe three components
of an Al describedabove. Figurel illustratesthe format of
BASL for abstractingphasetypesby shaving excerptsof the
SignsAl specification.The specificatiorbeginswith a defi-
nition of a setof tokens— theactualabstracdomainwill be
the powersetof thetokenset. Althoughonecanimagineal-
lowing usergo definearbitrarylatticesfor abstractiomains,
BASL currentlydoesnot provide this capabilitybecauseve
have found powersetf finite tokensetsto be easyfor users
to understandand quite effective for verification. Follow-
ing thetoken setdefinition,the userspecifieshe abstraction
functionwhich mapsconcretevalues(in this case jntegers)
to elementof the abstractdomain. After the abstracfunc-
tion, the BASL specificationfor basetypesmustcontaina
definitionof anabstracbperatoifor eachcorrespondindpa-
sic concreteoperator Figurel givesthe BASL renderingof
the abstracbperator+aps asdefinedin Section3.

We notedin Section3 thatfor the Al to becorrect,eachcon-
crete/abstraciperatiorpairmustsatisfytheoperatiorsafety
property Banderasupportghis by allowing the userto sup-
ply only theBASL tokensetandabstractunctiondefinitions
for integer abstractionsandit automaticallygenertessafe
abstractoperatordefinitions using the elimination method
basedon wealest pre-conditionsfrom [2]. Using this ap-
proachmakesit extremelyeasyfor evennovice usergo con-
structnew Als for integers.Givenabinaryconcreteoperator
op, generationof the abstractoperatorop,,g appliedto a
particularpair of abstractokensa, andas proceedssfol-
lows. Thetool startswith the mostgeneraldefinition,i.e., it
assumethatopypda1,a2) canoutputary of theabstracto-
kens(thistrivially satisfiegshesafetyrequirement)Then,for
eachtokenin the output,it checksto see(usingthetheorem
proverPVS[16]) if thesafetypropertywouldstill holdif the
tokenis eliminatedfrom the output. An abstractoken can
be safelyeliminatedfrom the outputtokensetif theresultof
the concreteoperationappliedto concretevaluescannotbe
abstractedo thatabstractwalue.

For example, considerthe derivation of +5,4neg, neg) in
the Signs Al. We start by assuming+aps(n€g, neg) =
{neg, zeo, pos} andwe try to prove the following implica-
tions whereneg?(n), zeo?(n), andpos?n) arethe predi-

catesfrom the abstractionfunction associatedvith the re-
spectve abstracttoken (e.g., posqn) holdsiff a(()n) =

{neg}).

ng?(ni) A ng?(n2) =

ng?(ni) A ng?Anz) = -zeo?(+(n1,n2))

ng?(n1) A ngg?nz) = —posT+(ni,n2))
Thetheorenproverestablishethatthesecondandthird im-
plicationsaretrue for ary integervaluesn, andn,. From
this, our tool can infer that the output of +4,4n€g, ney)
should not include zeo or pos i.e., the output should be
{neg}. Sincetherearethreevaluesin the Signstoken set,
generatinghe definition of a binary operatorrequiresthat
atotal of 3% = 27 implicationsbe submittecto PVS.In our
experiencethesesimpleproofobligationscanalwaysbedis-
chagedcompletelyautomaticallyusingPVS's “grind” facil-
ity.

If oneis interestednly in bug-findingandnotin actualver
ification (i.e., if oneis willing to acceptbothfalsenegative
andfalsepositive errorreports) thenunsafeabstractionghat
yield morecompactmodelsmaybeused.For example when
checkinga programwith an integer variable that appears
never to hold a negative value, one might usean Al with
atokenset{zeo, pos} (whichwould beunsafen general).

neg?(+(n1,n2))

Abstracting non-BaseTypes

BASL alsoincludesformatsfor specifyingAls for classes
andarrays. Classabstractionsre definedcomponent-wise:
the BASL format allows the userto assignAls to each
field of the class. The currentformat doesnot allow the
userto specifyabstractversionsof the classs methods.In-
stead,abstractversionsare derived by transformationde-
scribedin Section6. In the BASL array format, the user
specifiesan integer abstractionfor the arrayindex and an
abstractionfor the componenttype. For example, con-
sider an applicationthat keepstrack of information about
k widgetsusingan array W dget | nfo wi [ k]. If one
wantsto verify propertiesabouta particularwidget (e.g.,
thewidgetin arrayposition5), anappropriaterrayabstrac-
tion might involve abstractinga) the index usingthe token
set{belowfivefive abovefivg, and (b) the componentype
W dget | nf o usinga classabstractiorthe preseresrele-
vantfields from W dget | nf 0. In essencethis collapses
the concretearrayw with & componentsiown to an ar-
ray awi with threecomponentsthe intuition is thatduring
abstracinterpretationawi [ bel owf i ve] will summarize
(i.e.,union)all thewidgetinformationfor theconcretecom-
ponent) through4, awi [ fi ve] will containinformation
for component, andawi [ abovefi ve] will summarize
all the widget information for the concretecomponents
throughk. Manually createdabstractionsvith this structure
have beenusedn earlierwork by Damson verificationof air
traffic controlsoftware[6].

A Library of Abstractions
After creatinga BASL specificationthe usersubmitsit to
anabstractiorlibrary managemhich compilesoneor more



representationsf the Al (discussedh Section6) andenters
thoserepresentationim an abstractiordatabaseDuring the
processof abstractiorselection(describedn the next sec-
tion), the userbindsone or morevariablesthat arerelevant
for the propertybeing checled to Als chosenfrom the li-
brary. A GUI allows browsing of the library which is or-
ganizedby concreteaypes:selectinga particulartypefrom a
list of concretaypesreturnsalist of possibleabstraction$or
thattype. Sincethey aresowidely applied,abstractiongor
integersarefurther organizedinto several differentfamilies
including the range, set modulg and point familieswhich
we discusselow.

A range Al tracks concretevalues betweenlower and
upper boundsi and u but abstractsvalues less than [

and greaterthan » by using a token set of the form

{belowl |, ..., u,aboveu}. Both the signsAl andthe array
index Al above are trivial range abstractionswherel =

v = 0 andl = u = 5, respectiely. A setAl can of-

ten be usedinsteadof a rangeAl whenno operationsther
thanequalityareperformed(e.g.,whenintegersareusedto

simulatean enumeratedype). For example,a setAl that
tracksthe concretevalues3 and5 would have the token set
{three five other}. A modulo% Al memesall integersthat
have the sameremaindewhendivided by k. The even-odd
abstractiomwith tokenset{even odd} isamodulo2 abstrac-
tion. Finally, thetokensetfor the point Al includesasingle
tokenunknown Thepointabstractiofunctionmapsall con-
cretevaluesto this singlevalue; this the effect of throwing

away all informationaboutthe datadomain. Eachconcrete
basetype hasa point Al associatedvith it, and theseare
widely usedin situationswherea particularvariables value
hasno significantimpacton the propertybeverified.

5 SELECTING ABSTRACTIONS

Banderas supportfor definitionandreuseof abstractionss
well astheability to automaticallyintegrateabstractiordef-
initions into the sourcetext (discussedn the next section)
enhancegonfidencen the correctnes®f the resultingab-
stractprogram. While correctabstractioris necessanryit is

not sufficient for a practicalsoftware modelcheckingtech-
nology. For a given programand property it will often be
necessaryo customizethe abstractionof programdatain

orderto enabletractablemodelchecking.

It is possibleto definea notion of optimal abstractiorwith
respecto a program-propertyair, i.e., whereary finer ab-
stractionaddsirrelevantinformationandary coarseabstrac-
tionintroducesnfeasiblebehaiors. For example,aprogram
in which the only conditionalsthat x appearsn are of the
form (x==0) or (x>0) would optimally usea signsab-
stractionfor x. Onecouldusearange(0,1abstractiorwhere
theposvalueis decomposeahto oneandaboveone Both of
the new valuesyield true for an ( x>0) testand falsefor
an ( x==0) testjust asthe posvalue did and hencethey
provide no new information. Alternately one could usea
set(0)abstractionwhich collapsesngy and pos valuesto a

nonzeo token. This over-abstractiorwith respecto propo-
sition( x>0) runstherisk of introducinginfeasiblepathson
whichapositive valueappearingtan( x>0) conditionalin

the concreteprogramyields a transitionto the falsebranch
in theabstracprogram.

As illustratedin the above example, the fundamentaken-
sionin selectingabstractionss betweeradesireto compress
the statespace via reductionof datadomains,andto pre-
sene datapropertieshat arerelevantto the propertybeing
checled. We provide tool supportthatallows the userto fo-
cusattentionon local variablesand classfields (referredto
simply asvariablesin the sequel)andthe propertiesof the
valuesstoredin thosevariablesthataremostrelevantto the
propertybeingchecled. In addition,we allow usersto de-
fine only the abstractionshey view asessentiahndthenthe
toolscalculateabstraction$or therestof the programdata.

Program Dependence-base8&electionMethodology
While the useris freeto make ary abstractiorselectiorthey
desire,we believe that selectionsshouldbe driven by rela-
tionshipsbetweenthe dataand control pointsmentionedn
the propertyandthe dataandcontrol pointsin the program
that caninfluencetheir execution. A methodologythat ex-
ploits suchrelationshipsvasintroducedin [7] and consists
of four steps:

I. Start with point Al: Initially all variablesareabstracted
to point.

Il. Identify variables referencedin the property: The
propositiondn the propertyto bechecled mayreferto vari-
ables(e.g.,aproposition( x>0) ). As discussedh the previ-
oussectionsthosevariablesmustbeabstracteih awaythat
preserestheability to decidethe proposition.

lll. Selectcontrolling variables: In additionto variables
mentionedexplicitly in the specificationconsidervariables
on which they arecontrol anddatadependent Conditional
expressionshatreferencehosecontrollingvariablessuggest
additionalvariableghatshouldbe abstracted.

IV. Selectvariables with broadestimpact: When con-
frontedwith multiple controllingvariablego abstractselect
theonesthatappeamostoftenin a conditional.

This methodologyis supportedn Banderathroughthe use
of two programanalysigechniques calculationandbrows-
ing of the programdependencgraphandabstractype in-
ference.

Leveraging Program Dependencdnformation
Banderaincludesa slicing componen{10] that calculates
theprogramdependencgraph(PDG)for thegivenJavapro-
gram.Slicingis drivenby the propositionsn thepropertyto
bechecled(e.g.,for aproposition( x>0) all definitionsof x
would beincludedin theslicecriterion). This automateshe
secondstepof the methodologydescribedabore asthevari-
ablesreferencedn the propertys propositionsarelinkedto
the correspondingrogramcomponents.One consequence
of slicingis thatall programvariableshatcannotinfluence



int x,y,z;
bool ean even;

if ((y %2) ==0) { // conditional 1
even = true;

}

ifl(even &% z>0) { // conditional 2
X =x +1;

}

Figure2: AbstractionSelectionExample
thetruth or falsity of the propositionawill beeliminated.

Banderagrovidestheability to visualize navigate,andquery
the programdependencgraph. The basicfunctionality of
this approachwas inspired by Gramma®ch's CodeSurfer
[8], but hasbeenadaptedor multi-threadedlava programs
andto sene the purposeof abstractiorselection.

The visualizationand navigation capabilitiesallow the user
to designatea statemenbf interestin the programandthen
selectvely follow predecessdinks that correspondo dif-
ferentformsof dependencicludingdata,control,andsyn-
chronizationspecificdependencef®]. In this way, oncea
userhasidentifieda variablethatis a candidateor abstrac-
tion they canbrowsethePDGfor variableghatinfluencethe
candidatesvalue.Queryingthe PDGis performedby speci-
fying agroupof programstatementthatwill formtherootof
asearchin thePDG.Querieswill searctupwardin thePDG
to designatedargetnodesalongwhatever setof dependence
edgeghe userchoosesTheresultsof a queryarepresented
asasetof pathsin the PDGthatthe usercannavigate.

Stepthreeof the methodologyis supportedy a PDG query
that locatesall conditionalsthat influencethe root of the
searchthroughdataandcontrol dependencesConsiderthe
programfragmentin Figure 2 wherewe are interestedin
a propertythat refersto proposition( x>0) . In this case,
all assignmentso x would be includedin the roots of the
search. The resultwill be a setof pathsthroughthe PDG
that connecta sequencef conditionalsand endin the se-
lectedprogramstatemente.g.,conditionall, conditional2,
X = X + 1;). From thesepathsit is possibleto iden-
tify variablesthat appearin conditionalsthat directly con-
trol the executionof the statemenfe.g.,the definition of x
is control dependenbn the testsof even andz in condi-
tional 2) aswell asthosethatthatindirectly controlthe ex-
ecutionof the statemen{e.g., the definition of even that
reachexonditional? is control dependenbn the testof y
in conditionall). Furthermorethe queryresultsgive the
booleanexpressionsn the conditionalsthat suggestwhich
abstractiorshouldbe choserfor thevariablesnvolved(e.g.,
modulo-2for y, signsfor z, andevenremainaunabstracted).
Theseresultsareeasilyprocessetb determinghe mostfre-
guentlyoccurringvariablesn supporbof prioritizing abstrac-
tion selectiorbasedn impactasoutlinedin stepfour of the
methodology

Checkingand PropagatingAbstract Types
PDG-basedool supportallows a userto identify a small

setof variablesthat strongly influencethe behaior of the
programrelative to the propertybeingchecledandto select
abstractiongor them. Banderaanalyzeghoseselectiongo
determinewetherthey arein conflict, i.e., two interacting
variablesareabstractedn incompatibleways,andto deter
mine the abstracttypesfor the restof the variablesin the
program.This analysisis performedby executinga typein-
ferencealgorithmthatis adaptedo calculateabstractypes
for all variablesfields,andexpressionsn the program.The
next sectiondescribehiow typeinferenceresultsareusedn
compilingthe abstracoperatordefinitionsinto the program
text. Herewe focuson how theresultsof typeinferencecan
beusedto refinetheselectiorof abstractiongn theprogram.

Abstractionselectiongonflict whentwo abstractaluesap-
pearasoperandsn an expressiorandthereis no meaning-
ful way to transferinformation betweenthosevalues. For

example,if the programsketchedn Figure2 hadanassign-
menty = z; it would be flaggedasan abstracttype con-
flict. Sinceit would be unclearhow to corvert a posvalue
for z to anevenor oddvaluefor y. Similarly, if therewere
anothewariablev andwith assignmentfomy andz in the
program,t would be unclearwetherto abstrac with signs
or modulo-2.While it is possibleto introducecoercionsnto

theprogramto resohethefirst problem,andto prioritize ab-
stractionsto resole thesecondye believe thatis important
to notify the userthatabstractiorconflictsexist andto give

themtheoptionof adjustingtheir abstractiorselections.

As suggestedby the exampleabove, with v, typeinference
will calculatethe abstracttype of every programvariable
thatis datadependenbn variablesfor which the userhas
madeexplicit abstractiorselectionsThis processlsoiden-
tifies variableswhose abstractionsare independenbf the
explicit selections.Suchvariablesarisebecausehey influ-
encethe programthroughcontrolor synchronizatiordepen-
dencesratherthandatadependencegndare consequently
preseredin the slicedprogram. The userhasthreeoptions
in abstractingsuchvariables: abstractthemto the point to
minimize the statespaceof the generatedsystem,abstract
themto their concretetype to maximizethe precisionof the
extractedmodel,or chooseabstractionfromthelibrary. The
first of theseoptionsrepresentsteponein the methodology
describedbove;thelatteroptionsprovide extraflexibility in
selectingabstractions.

6 GENERATING AN ABSTRACT PROGRAM
Generatinganabstracprograminvolvestwo separatesteps.
First, given a selectionof Als for a programs datacom-
ponentsthe BASL specificatiorfor eachselectedAl is re-
trievedfrom theabstractioribrary andcompiledinto a Java
classthatimplementgthe Al’ s abstractiorfunction and ab-
stractoperations.Secondthe given concreteJava program
is traversedandconcretditeralsandoperationsarereplaced
with calls to classedrom the first stepthatimplementthe
correspondingbstractiteralsandoperations.

Compiling BASL specificationsto Java classes



public class Signs {

public static final int NEG
publlic static final int ZERO
public static final int POS

/1 bit-mask 1
/1 bit-mask 2
2; |/ bit-mask 4

re

public static int abstract(int n) {
if (n <0) return NEG

if (n ==0) return ZERQ,

if (n>0) return PCS;

}

public static int add(int argl, int arg2) {
if (argl==NEG && arg2==NEG return NEG
if (argl==NEG && arg2==ZERO) return NEG
if (argl==ZERO && arg2==NEG) return NEG
if (argl==ZERO && ar g2==ZERO) return ZERQ
if (argl==ZERO && arg2==PCS) return PCS;
if (argl==P0CS && arg2==ZERO) return PCS;
if (argl==P0CS && arg2==P0OS) return PCS;
return Bandera. choose(7);

}
Figure3: Compilationof BASL SignsAl (excerpts)

Figure3 shows excerptsof Javarepresentationf the BASL

signs specificationin Figure 1. Abstracttokens are im-

plementedas integer values, and the abstractionfunction

andoperation$ave straightforvardimplementationasJava

methodsThemostnotevorthy aspecbf theimplementation
is the representatiomf setvalues. Recall from Section3

thatwhenamgumentso an abstractoperatordo not provide

enoughinformationto producea singletoken asa result,a

setof two or more tokens (representingnultiple possible
outputs)is returned. Insteadof representingsuch setsdi-

rectly (e.g.,asabit vector),it is commonpracticein model-
checkingandabstractiorinterpretatiorto have the operator
returna singlevalue non-deterministicallchosenfrom the

setof possiblereturnvalues. This is valid whenthe mean-
ing of a particularprogramis takento bethecollectionof all

possibletracesor executionsof the program. In Figure 3,

the Bander a. choose(bi ts) method denotesa non-

deterministicchoicebetweerthetokenvaluesencodedn the

bit-vectorbi t s. Specifically Bander a. choose(7) de-

notesa non-deterministicchoice betweenthe tokens NEG

ZERQ, and PCS. The Bander a. choose methodhasno

definedconcreteexecutionsemantics.Instead,when Ban-
dera compilesthe abstractedorogramdown to the input

of given a model-checkr, it is implementedin terms of

the model-checkr’s built-in constructdor expressingnon-
deterministiachoice.

Replacingconcreteoperators

Traversinga givenconcretegprogramandreplacingeachop-

erationwith a call to a correspondingbstracwersionis rel-

atively straightforvard. The only challengdiesin resolving
which abstractversionof an operationshouldbe usedwhen
multiple Al' s are selectedfor a program. This problemis

solved by the abstracttype inferenceprocessdescribedn

theprevioussection:in additionto propagatingbstractype
informationto eachof the programvariablestypeinference
also attachesabstracttype informationto eachnodein the
programs syntaxtree. For example,considerthe codefrag-
ment(x + y) + 2 wheretheuserselectedvariablex to

have type Signsandy wasnot selectedor abstractionThis
codefragmentwill betransformednto:

Si gns. add( Si gns. add(x, Signs.abstract(y)),
Si gns. POS) ;

For the innermostconcrete+ operation, the user selec-
tion of signsfor x forcesthe abstractversionof + to be
Si gns. add. Assumingno othercontexts forcey to beab-
stractedy will hold a concretevalue,andthusa coercion
(Si gns. abst ract) is insertedthatconvertsy’s concrete
valueto asignsabstracialue.For theoutermostt, sincethe
left amgumenthasanabstractype of signs,theconstan® in

theright agumentis “coerced”attranslatiortime to a signs
abstractonstant.

Abstracttypeinferenceis implementedy solving a system
of typeconstraintandhasadditionalfeatureghancannotbe
fully illustratedhere.For example,to provide the capability
for coerciongto resole conflictsasdescribedn Section5,

it allowstheuserto definea lattice of abstractypesordered
by userdefinedcoerciongi.e., anabstractypeT; liesbelon

anothettype T if acoercionis definedfrom 73 toT5). Such
latticesfor integersgenerallyhave a bottomtype of concrete
integers(thesecanbecoercedo integerabstractionpndthe
pointabstractiorfrom Section3. Thelatticestructuremakes
it possibleto definea notion of best(mostprecise)abstiact
typing — this is the typing returnedby the inferencealgo-
rithm.

7 ABSTRACT MODEL CHECK RESULTS

In general, our abstractiontechniquecomputesan over-
approximatiorof the original program.Thus,whena speci-
ficationis truefor theabstractegrogram,it will alsobetrue
for the concreteprogram. However, if the specificationis
falsefor theabstracteghrogram the countergamplemaybe
theresultof somebehaior in the abstracteghrogramwhich
is notpresentn theoriginal program.

We implementeda simple techniquethat helpsin interpre-
tationof resultsin the presencef abstractiorandrefinment
guidedby countergamples.The approachexploits the fol-

lowing theorenfrom [19]: Everypathin theabstractedpro-

gramwhere all assignmentare deterministids a pathin the
conceteprogram.

We enhancedhe JPFmodelchecler with anoptionto look

only at pathsthatdo not referto instructionsthatintroduce
nondeterminisngi.e. choosg. Whenthe next instructionin-

troducesondeterminisnmthe searchalgorithmof the model
checler backtracks. Thetheoremensureghatthe pathsthat
arefreeof nondeterminisnmndeedcorrespondo pathsin the
concreteprogram. It follows thatif a countergampleis re-
portedthenit representarealcountergample(i.e. it canbe
matcheddy acomputatiorin the concreteprogram).

Consider an abstractedprogram (whose state space is
sketchedin figure 4) andthe invariantpropertyOp. White
circlesrepresenstatesvherepredicatep holds,while black
circlesrepresenstatesvherep is false. Dashedinesrepre-
senttransitionghatreferto choosewhile solid linesreferto
instructionsotherthanchoose Model checkingon choose-



State space searched

Figure4: Modelcheckingon choose-fregaths

freepathswill reportonly theerrorpath1-3-6,althoughpath
1-2-4leadsto astatethatinvalidateshe property(andit may
correspondo anexecutionin the concretgprogram).

We note that our techniquecould be implementedin ary
model checler, but the designof JPFmadethis modifica-
tion particularlyeasy JPFis essentiallya special-purpose
JVM thatinterpretseachbyte codein the compiledversion
of a Java program. Sincechooseoperationsarerepresented
asstaticmethodcalls, trappingandprocessinghoseopera-
tionsspeciallyonly requiredmodificationof the codefor the
staticmethodinvocationbyte code.

Our methodologyof model checkingand refinementis as
follows. Theinput (concreteprogramandthe specification
areabstractedisingabstractiongrom alibrary, andverified
usinga modelchecler. If the resultof modelcheckingis
true, thenthe specificatioris true for the concreteprogram.
If theresultis false,the generatecarrortracehasto be ana-
lyzedto seeif it doesnotcorrespondo somespuriouseha-
ior introducedby abstractionslnsteadof trying to matchthe
error traceto a concretecomputationwe re-runthe model
checlerto searctonly choose-fregathsin themodel.If the
modelchecler finds an errortracethena guaranteedeasi-
ble counter&ampleis reported.Otherwise the abstractions
aretoo coarseandthe countergamplefrom the first model
checkis usedto guidethe (re)selectiorof abstractions.

8 AN EXAMPLE

We have appliedour abstractiortools to a variety of small

Java programs. In this section,we describehow our tools

enabledanalysisof a complex propertyof a medium-sized
multi-threadedlava program.

The Honeywell DEOS Operating System

The DEOS systemis a micro-kernel basedoperatingsys-
tem designedto provide both time and spacepartitioning
for applicationsrunningon it. This systemhasbeenthe
topic of severalrecentsoftwaremodelcheckingexperiments
[17,20,21] andwe choseit partly asa meansof comparing
resultson anidenticalproblem,andalsoasa significanttest
casefor thefeasibility of our methods.

As describedn [20], the systemconsistsof morethan1000
linesof C++ code.To apply existing softwaremodelcheck-
ing toolstheC++codewastranslatedo Java; thiswasnearly
a directrewriting of the C++ codesinceit waswrittenin a
"safe” stylethatavoidedpointerarithmetic.To analyzeprop-

ertiesof this Java versionof DEOSkernel,additionalcode
waswrittento simulatethe behavior of userapplicationsand
the hardwareernvironment(e.g.,atick generatothreadsim-

ulatesa hardware clock for time relatedprocessingn the
kernel). The DEOS codewasknown to have an extremely
subtlebug relatedto time partitioning. Thatpropertyis "that

all applicationprocessare guaranteedo be scheduledor

their budgetedtime during a schedulingunit”. While it is

possibleto encodethis propertyasanLTL formula, for this

examplethepropertywasencodedsa methodthatobseres
the stateof the kernelandassertghatbudgetsareallocated
in eachschedulingunit. Calls to this methodare inserted
wheneer the kernel schedulesan applicationprocessihis

guaranteethe detectionof propertyviolations.

TheJavaimplementatiorof DEOSandits ervironmentcode
constitutesa non-trivial multi-threadedlava application; it
measured443linesof code,spreadover 20 classeswith a
total of 91 methods A1 instancefields, and51 staticfields.
Theprogramconsistof 6 threadsatrun-time.Modelcheck-
ing of thesystemis infeasiblegivencurrenthardwarelimita-
tions; it is unclearexactly how largethe systemsstatespace
is, but we know thatit exceedsfour gigabytes.Thus,some
form of abstractioris neededo reducethe statespaceto a
tractablesize. Theauthorsof [21] describéheapplicationof
predicateabstractiorio aversionof the DEOSkernelwritten
in Promela,SPIN’s [11] modelinglanguage andtool sup-
portfor applyingpredicateabstractiorto the Java versionis
underdevelopment.We describehow Banderas type-based
abstractiorcanbe appliedto the Java DEOSkernel.

Abstraction Selectionand Compilation

Thefirst stepis to apply programslicing to eliminateirrele-
vantprogramcomponentsThe Jaza DEOSkernelis derived
from a versionof the C++ codethatwasalreadysliced, by
hand,to make inspectionof the codeeasier Consequently
whenwe slicetheprogranwith thepropertyviolationasser
tion asthecriterionthereis verylittle reduction.Thisprocess
does,however, calculatethe PDG which is usedto identify
candidatevariablesandfieldsfor abstraction.

Queryingthe PDGfor potentialcandidatesesultedn 42in-
fluencingpathsbeing identified; the longestsuchpath had
5 control dependencedgeswhich identify conditionalsof
interestaswell asseveraldatadependencesdt is important
to notethatmary of the 42 pathssharesomecommonsub-
paths,e.g.,the pathof length5 overlapswith its prefixesof
length4, 3, 2 and 1 control dependenceso the quantity of
pathscould be reducedby further processing.In total, the
queryresultsidentified 29 differentconditionalexpressions
spreadacrossl6 methodghatinfluencethe assertiorstate-
ment; 32 differentlocal variables,instanceor static fields
appearedh thoseconditionals.

Within an hour we were able to analyzethis informa-
tion andidentify one conditionalthat appearedat the root
of multiple paths. Figure 5 shavs that conditional (i.e.,



class Thread {
public void startThread(...) {

i tsLast Execution
i tsLast Conpl eti on

itsPeriodi cEvent.currentPeriod();
itsPeriodi cEvent.currentPeriod();

}
public void startChargi ngCPUTi ne() {
int cp = itsPeriodi cEvent.currentPeriod();

i f ' (cp==itsLast Execution) {

int itsLastExecution, itslLastConpletion;

.

class Start O Peri odEvent {

public void pul seEvent(...) {
count Down = count Down - 1;

if ( countDown == 0 ) {
itsPeriodld = (itsPeriodld + 1);

public int currentPeriod() {
return itsPeriodld;

}
private StartOf Peri odEvent (...){

count Down = 1;
itsPeriodld = 0;

int itsPeriodld, countDown;
o
Figure5: Fragment®f Java DEOSCode

cp==i t sLast Executi on). Tracing the data depen-
dencesfrom that conditional through the local variable
cp, instancefield i t sLast Execut i on, andthe method
callstoi t sPeri odi cEvent . current Period(),we

foundthatthei t sPer i odl d instancdield of theThr ead

classsthesourceof thevaluesusedn thatconditional.Nav-

igatingthedatadependenceseri t sPer i odl d shovsthat
thereareonly two definitionsof this field: anassignmento

zeroandanincrement.This meanghatthevariableis effec-

tively unboundedndthatabstractingt to afinite domainhas
thepotentialto significantlyreducethe statespaceof thepro-

gram.We noteherethattheapplicationof predicateabstrac-
tion to the Promelaversionof DEOSdescribedn [21] iden-
tifiesthis samevariableasbeingproblematic.Theiranalysis
exploits someratherdeepinsightsinto the designandim-

plementatiorpatternsusedto efficiently implementcertain
featuresof the DEOS system. In contrast,our analysisis

lessapplicationspecificrelying only on analysisof program
syntaxanddatadependences.

Sincethe conditionalinvolvesan equalitytestwe looked at

the assignmenstatementgo help identify useful abstrac-
tionsfor i t sPeri odl d. We chosethe signsabstraction
which allows the initial value, 0, to be distinguishedfrom

all subsequenincrementedsalues. It shouldbe notedthat
thisis anextremelyweakabstractiorfor the purposeof this

conditionalsinceary posvaluesflowing into the testmay
be equalor not; a non-deterministichoicewill be usedto

modelthe conditionalin thatcase.

Typeinferencewasinitialized with a singletype binding of
signsto i t sPeri odl d. With a single setting, type in-

ferencewill find no conflicts and its purposeis to prop-
agate abstracttype information throughoutthe program.
For the Java DEOS code type inference determinesthat
the local cp and instancefieldsi t sLast Conpl eti on
andi t sLast Execut i on in classThr ead mustalsobe
signsabstrated. The rest of the programs fields and vari-
ablesare free to be boundto ary desiredtype; we chose
to leave them as their concretetypes. We note that the
use of predicateabstractionin [21] did not treat the field
i t sLast Conpl et i on; this wasdueto the fact that ab-
stractionwas performedby hand. In that case overlooking
i t sLast Conpl eti on did not affect the ability to detect
thetime partitioningrelateddefect;it does however, empha-
sizetheneedfor automatedupportin programabstraction.

Abstract Model Checks
Onceabstractypeswereinferred,Banderageneratetheab-
stractprogramwhich is very similar to the original program
exceptthat all operationsappliedto signsabstractedields
andvariablesare implementedwith the abstractoperations
(e.g.,for +,==).

The abstractJava programwas fed to JPFwhich finds a
counterexample;we couldjust aseasilyhave usedanother
modelchecler suchas SPIN. At this point we suspecthat
thetools have foundthetime partitioningdefect.It maybe,
however, that the abstractionhave introducebehaiors in
the abstractprogramthat are infeasiblein the original pro-
gramandthatsucha behaior violatesthe time partitioning
property Sincethe counterexampleconsistsof a sequence
of 464 statementsts analysisvould betime consumingand
we chooseto rerunJPFusingthe optionto searchor feasi-
ble counterexamples.It findsone,which is 318 stepsiong,
thatdoesillustratethe defect.

We notethatfor this non-trivial Java programall of the dif-
ferenttool componentgxecutedn undera minute,whereas
modelcheckingthe original programnever completesThis
is strongevidencethattool-supporte@bstractiorcansignifi-
cantlyexpandthesizeandcompleity of programdor which
modelcheckingis practical.

9 RELATED AND FUTURE WORK

We have discussedoundationaland program-orientecb-
stractionrelatedwork in the body of the paper Herewe link
our approacho work ontransition-systenbasedechniques
from theverificationcommunity

Ourstrategy of applyingabstractionn verificationis similar
to [3], whereexplicit abstractiormappingoverthedomains
of the programvariablesareusedfor generatingan abstract
model. While in [3], the userhasto provide the abstrac-
tion mappingtogethemwith theabstracbperationsye infer
themautomaticallyfrom agivensetof predicatesisingpred-
icateabstractionj18]. Unliketheapproactdescribedn [18],
we usepredicatego abstracbperatordefinitionsratherthan
completetransitionsystems.Predicateabstractiorhasbeen
adaptedo programcode[21] andwe view the questionof



how to combineour type-basedapproachwith predicate-
basedapproachesor programabstractioras an interesting
researchopic. Onedirectionwe arepursuingis to maintain
multiple abstracvariablesfor a givenconcretevariable.We
have alreadyexploredextensiongo BASL to accommodate
this.

Our approachto interpretingcounterexamplesis efficient,
but it canmisscounterexampleson which non-determinism
occurs.Otherapproachessuchasthosebasedon symbolic
execution[1] andtheoremproving [2], are more expensve
but more completealternatves. We plan on pursuingcom-
parisonsbetweentheseapproaches¢o understandhe cost
andprecisiontradeofs.

10 CONCLUSIONS

We describedh collectionof programanalyseshataid users
in abstractinglava programgo reducethe costof reasoning
aboutprogrampropertiesusingmodelcheckingtechniques.
We presentedn overview of the Banderaoolsets abstrac-
tion capabilitiesanddiscussediow they enabledcheckingof
propertieof amedium-sizeconcurrentlava program.

One contritution of this work is the developmentof struc-
turedandnavigablevisualizationdor exploiting intermedi-
ateresultsof programtransformationrcomponentgo guide
the userin decidinghow to abstract program.In addition,
we adaptedseveraltechniquedrom abstractiorof transition
systemmodelsfor usein abstractingprogramsourcecode.
Banderaprovidestwo waysto encodeabstractionsnto the
program. Thefirst encodesabstractperatordefinitionsdi-
rectlyinto amodelchecler'sinputandtheseconddescribed
in this paper transformsthe programs sourcecodeto in-
corporatedefinitionsof abstractoperators.This allows our
programabstractiorapproacho beusedby ary tool thatop-
erateon Javacode.We haveimplementedanddoneprelim-
inary experimentswith a methodfor producingguaranteed
feasiblecounterexamplesin modelchecksof abstractpro-
grams. The main contritution of our work, however, is the
integrationof thesedifferenttechniquesnto a coherenpro-
gramabstractiorioolsetthathastheability to greatlyextend
therangeof programsto which modelcheckingtechniques
canbeeffectively applied.
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